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{3434  Important Online Banking Alert

¢> CITIZENS BANK [

Not your typical bank.®

Dear valued Citizens® Bank member,
Due to concerns, for the safety and integrity of the online banking community we have izzued the following wwarning message.

it has come to our attertion that vour Citizens® account information needs to be updsted as part of our cortinuing commitmert to protect yvour account an
to reduce the inztance of fraud on our webste, If you could pleaze take 5-10 minutes ot of your online experience and reneswy your records you swill not ry

irto any future problems with the online zervice. However, failure to confirm wour records may result inyour accourt suspension.

Once you have confirmed your accourt records your internet banking service will not be interrupted and will cortinue as normal. |

To confirm your bank account records please click here.

Thank syou for your time,

Citizens® Financi

€] http:4211.155.170 50/CitizensBank/Online Banking/ L | R
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[Norton Anti-Virus (Symantec)]
Website: filp/symantec comi
Trojans Detected: 6 out of 8

Packers Detected: 3out of 8

Heuristic Analysis:
To my knowledge Morton AV does not have Heuristic analysis.

General Comment:

COverall | think Morton AV is a very over hyped and very poor Anti-Virus software.

Although it performed better than what | thought it would for the detection of Trojans, it's detection
of file packers was poorar than expected.

[McAfee Anti-Virus (Network Associates)]

Website: hitpwww. mcafes com/

Trojans Detected: 8 out of 8
Packers Detected: 7 out of 8

Heuristic Analysis:

McAfee AV is not known to have Heuristic analysis.
General Comment:

Cwerall | thought McAfes AV performed rather well, and would be suitable as protection against
Trojans and other malware.
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[Kaspersky Anti-Virus (Kaspersky Labs)]
VWebsite: hitp iikasparsky com!
Trojans Detected: B outof 8

Packers Detected: 7 out of 8

Heuristic Analysis:

Kaspersky Labs claims their latest Anti-\irus software has impressive Heuristics:

Experts al Kaspersky Lab proudly present our second-generalion heuristic virus analyzer that
protects PCs from unknown viruses. This intricale and advanced fechnology detects almost 100%
of previously undocumented viruses.

However we did not see Kaspersky Labs heuristic analysis perform as well as it should of, and
detect the last packer Kaspersky falled (o detect.

General Comment:

Overall Kaspersky AV is a great Anti-Virus solution, | strongly recommend it.

[NOD32 (ESET)]
Website: hito www nodd2 com/
Trojans Detected: B out of 8

Packers Detected: 6 out of 8

Heuristic Analysis:

NOD32 is known to have Heuristic Analysis and in the test we found that it's Heuristic managed
to detect one of the packers.

General Comment:

Owerall | was impressad by NOD32, but at the same time disappointed.
| expected MOD32 to be able to detect all of the packers in the test, however NOD32 performad

rather poorly.
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