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« BRIZZEMFLIRM
o« 55E51FBH (Vulnerability Scan)
o 23505 (Penetration Test)
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« EEZRM

e Windows /Linux/Unix......

° J?EE\ _Eﬂﬁg

e [IS/Apache /SQL Server ......
« BNRISHBENR

« JAVA/ASP.NET ......
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o R~ BRESEFTRIR

e Microsoft Windows Update * Linux Update......
« BECTFERMAERD

« Sun/Apple/HP/IBM/......

o« HURE[EFEE I (Oracle / Adobe / McAfee......)
o IMTFEEAE(Javal .NET......)

o ERES M IGISEEI(SAP/......)
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« MBSA, by Microsoft

* Nessus, by the Tenable Network Security
 SARA, by Advanced Research Organization
 VLAD the Scanner, by Razor

e DragonSoft Security Complete Solution o
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Windows * Unix * Linux......

Backdoors * Remote File Access
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e 3-3. EFAIE - WHAIEMER RIZE
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http://ewavs.ntct.edu.tw/about_content4.htmi
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.g-g-i_v.:gNessus @ MNessus Scan Report x| | far ~ O & v BR® - Z2EE - IRO- @"

List of hosts

192.168.1.10 High Severity problem(s) found
192.168.1.12

192.168.1.2 High Severity prablem(s) found
192.168.1.4 High Sewverity problem(s) found

192.168.1.10

Start time : Thu Mar 18 22:32:57 2010
End time : Thu Mar 18 22:37:31 2010

Humber of vulnerabilities
Open ports :
High :

Low :

Remote host information
Operating System : Microsoft Windows Server 2003 Service Pack 2
NetBIOS name : ROBERT-05CF541Q
DNS name :

Port general (0/icmp)
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MRS | = v ©! Robertzip
o2|- MuEsAT=REERE . |6 NesusScanRepot x| | B~ B -0 &~ #E®- 2289+ IRQ- @

Start time : Thu Mar 18 22:32:57 2010
End time : Thu Mar 18 22:37:31 2010

Number of vulnerabilities
Open ports :
High :

Low :

Remote host information

Operating System : Microsoft Windows Server 2003 Service Pack 2
MNetBIOS name : ROBERT-05CF541Q
DNS name :

~] Back to 192

Port general (0/icmp) [+

MS08-067: Microsoft Windows Server Service Crafted RPC Request Handling Remote Code Execution (958644) (uncredentialed
check)

Synopsis:
Arbitrary code can be executed on the remote host due to a flaw in the
'Server' service.

Description:
The remote host is vulnerable to a buffer overrun in the 'Server'
=i @ EEER | SEEEER ¥ v H100% -~
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25 B 46 B 45 A (48)

@ Messus SCBI:I- ﬁeporl —nduws

 BHEE |5 & + @I Robertzip

92|~ M EEEATEREESE | @ NessusScanReport X | Bi-E - e #E®- =2E©- IEO- @~

MS08-067: Microsoft Windows Server Service Crafted RPC Request Handling Remote Code Execution (958644) (uncredentialed
check)

Synopsis:
Arbitrary code can be executed on the remote host due to a flaw in the
'Server' service.

Description:

The remote host is vulnerable to a buffer overrun in the 'Server’
service that may allow an attacker to execute arbitrary code on the
remote host with the 'System' privileges.

Risk factor:
Critical

CVSS Base Score:10.0
CVSS2#AVIN/AC: L AuN/C:CLC/AC

Solution:
Microsoft has released a set of patches for Windows 2000, XP, 2003,
Vista and 2008 :

http:/fwwnw.microsoft.com/technet/security/bulletin/ms08-067.mspx

Plugin ID:
34477

CVE:
CVE-2008-4250

BID:
31874
0Other references:
= @ EEEE|=EEE% 8D 5 v ®100% -
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o b5 BEAY S (Zombie Network ) - X #EBotNet -
BrE " es AR 0 ( Robot Network ) » @&
R EiEEe- mall EUH—JLHHEXEE ( plan -
MSNZLIRC : Internet relay chat ) Z{ &N & %)%
- RAEK - BESRE e —EZEIE -

e BotNetBy45 TSEE?LE  m—EmE TS Al
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1. ¥R |J0A, ¢ [ C&C . Ny R
7 8T Servers
gerver STHH » TFrSSiEds <+

3 C&ECserver IHIE S HEAS ——

botchents C&C-Serverd
C&C Server = Command-and-Control Server

ERZKJE : http://domynews.blog.ithome.com.tw/resource/1252/19064#album
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e DDOSHZ2
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o THEEFFHR

EiRlACE © http://[domynews.blog.ithome.com.tw/post/1252/36516

All Rights Reserved by NIl Enterprise Promotion Association 87



BEEGBT RBESFEN SAEEO

chgt Fonts stzs AT
2011-05-10 08:25 PM Printer-Friendly &Y
Taiwan News (3 3 ) 4 Facebook
= L ehFE E RARTARE R E—EEHERERA -
PN & 400

(hEEESEESIt05E) BE (Facebook) HE/IL | EFEEST -
EiBEMEREASYEERS - SLUSTESSNESTEES c TXAS
SLE I TS - (FES RS - BRI -

IFacebook%ﬁﬁ!‘Iiﬁﬁlﬁ ? IMNLEEEBREF

Iﬂ e =
Bl co12E1 5120 12:17 3333 | E= K

EEEEN EEE

ElF. Facebook RIEMEER & » £ a .

BERRELEEE— T ¥ i EEE N Swlech T Mk Pacsbeck (Limfted Thmat)
8| RiFEEEETLE Facebook i
3R Tie. BIEMES [ Switch To - |

Pink Facebooky (=& -~ B - B Like - Cammant - Shary

B - EfeiFRiEREL  HEEE

fEli=ih - EEFERA B C B + B 51810 WL Facebook - TEE S T Switch
e e R

Facebook)

%Z%E’ﬁﬁéﬂﬁﬁ%%“%ﬁ%
ﬁé’ﬂ%ﬁi\%@ﬁ%ﬁﬁ%%ﬁ%
6 > (E=ESIN -7
f?f%%‘%%ﬁ%%’[%%ﬁtﬁ@ :

(EBE)ERKR: h i@t
http://www.cna.com.tw
(FE) ERIZRR: S H B4
http://news.cts.com.tw/

All Rights Reserved by NIl Enterprise Promotion Association 88




g ? TP ER (EER) Z2dE

20124045165 (M@ 473 Q| s

TRREEF "RF, AndroidgiieayE HEIG 7
INFAREINTC ~ —ZEFHSONY F#ER EH5
HREEERS BAY (FERBRSREERREY  (Angry
Birds Space } g - NLEEEFHET ¢

A=, BFAS
fERE S Ly Sophos#d: » 3538 (fEREED
BEEEREE —'& IR — R OISR E iR ERY
;gggﬁiéf : RRA - BEERa] DLIEERESE - (HPaiEs
— iR - MRAEPERL - ELEE -

LB REY 7EiPhone ~ iPadlE:
Android FEEE-EEPEHEHE - IPhoneflR-&(ESY3005%8 » iPadiR&(8
90T 5 » AndroidiyhiFHIZRE » HEHFESE - haEivElE
AndroidRE ©

ey (HES) 57

AppEimE [RAR] F238 oXEBEEEAZMEFE THKEHE
HiET ]

FEIAREIRFHETEE, FENFHEEREE=IIEFE
E. ELAFECEEENEZFESTS. FTELTF—FETE
FEr2.3E TS H -

AHdbERIRENMETE FHEEES AA230T e, HiEE12HE
E., AHEZESmIEL L dhEFERESTFHEE{E460TE. 3
REIEET. MASHEF#EERSE., FEEERMATENER

All Rights Reserved by NIl Enterprise Promotion Association

K&%%Eﬁﬁ%%%&N%
AmW@ﬁEﬁt%ﬁ%ﬁT
ﬁ%%’Nﬁﬁﬁﬁﬁ%’@
%W%@E%%W@ﬁ’%%
%@ﬁ%%%%?%o

(EE)ERKIER: 3585R H IR
www.appledaily.com.tw/
(FE) ERRIR: 3RE

www.sharpdaily.com.tw

89



_ . s e e N
Sl == ,v-gg"_:\——
= 15 | = '=_'-'§——/7T
/=0 /NN FF AN J /A =

- HBLESIFEEZARELEERREANARTMEGREREM - B - ASTMARE
PRI ENEERE MW - T FEENRE O UR S ZH NI 151E - EEAR -
BEIFRIER EEANdroid Marketf B 7R EHRovio MobileFrFi 2Ry - ERBERE
Rl 75 5% 38 88 & 2 Logastrod :

Angry Birds
Rovio Mobhsles Lia

This app is compatible with all of
your devicos. I+

More from developer

Lkae: B s
Angry Birds Rio TP, Lt g FREE
&
E ot ol SenSesiE
@

o' -
T
Angry Birds Seasons
= Lrad [y
Bnurvan s | Rl T
..... T
e Fres
b i ,'.::' :'m-

See more

[RSX B : Checking the Legitimacy of Android Apps
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« ZRBEYRER - BolERIEREARS

15 Setup - Startup Manager

Install wWinDirStat
Recommended by Startup b anager

&,‘ Startup Manager recommends this software

Your current installation will nok be inkerrupted,

WinDirStat :
- A free disk space management and clean-up
« \WinDirskat reads the whole directory tree once and then ¥
presents it in three useful views,
+ Decide where wou can save space by identifying where waour
disk space has gone.

+ Loaded with Features For managing waur files!

Powered by OpenCandy &
O Install WinDirStat

) Don't install WinDirStat

kit A startuprnananer org l < Back “ Mt > i l Cancel ]

BT © http://richardfx.blogspot.tw/2009/08/opencandy.html
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BT © http://richardfx.blogspot.tw/2009/08/opencandy.html
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 HEA TEHRFEEREI, £ IEFKE
"HKEY_LOCAL_MACHINE > SOFTWARE >
OpenCandy ; FIIE -

. {-EOpencandy:’ﬂﬂIJ:}zzEfL EE Hﬂ B?J (Vlstay

= T/ 23771 28 144 2=

—LEEERIER - TEEEE 1) BT -
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